December 2, 2015

New York DFS Proposed BSA/AML and
Sanctions Requirements
New York Department of Financial Services Issues Proposed
Transaction Monitoring and Filtering Program Requirements and
Annual Senior Compliance Officer Certification
SUMMARY
The New York Department of Financial Services (the “NYDFS”) yesterday issued a proposed regulation
(the “Proposed Regulation”) that sets forth, for financial institutions chartered or licensed under the New
York Banking Law (a “Regulated Institution”), the attributes of a transaction monitoring and filtering
program to ensure compliance with applicable federal Bank Secrecy Act/Anti-Money Laundering
(“BSA/AML”) laws and regulations and sanctions administered by the Office of Foreign Assets Control
(“OFAC”).

In addition, the Proposed Regulation would require a senior compliance officer of each

Regulated Institution to make an annual certification as to an institution’s compliance with the
requirements of the regulation, with the potential for criminal penalties for the officer if the certification is
“incorrect or false.” The effective date would be immediate on final issuance and would apply to all “state
fiscal years” beginning April 1, 2016. Comments are due 45 days after publication in the New York State
Register.

PROPOSED REGULATION
Broadly, under the Proposed Regulation, a Regulated Institution would be required:


To maintain a Transaction Monitoring Program for the purpose of monitoring transactions for potential
BSA/AML violations and suspicious activity reporting that includes certain attributes specified in the
Proposed Regulation. The attributes of the Transaction Monitoring Program include technical
requirements for monitoring systems, as well as requiring that the systems reflect an institution’s risk
assessment, customer risk ratings, and Know Your Customer information;
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To maintain a Watch List Filtering Program for the purpose of interdicting transactions, before their
execution, that are prohibited by applicable sanctions, including OFAC and other sanctions lists,
politically exposed persons lists, and internal watch lists, that includes the attributes specified in the
Proposed Regulation; and



To ensure that the Transaction Monitoring and Filtering Programs use all relevant data sources,
provide for validation of data quality, are subject to governance and management oversight (including
governance over changes to the programs), and are appropriately funded and staffed by trained
personnel.1

The Proposed Regulation also states that Regulated Institutions would not be permitted to make changes
or alterations to the Transaction Monitoring and Filtering Programs to avoid or minimize the filing of
suspicious activity reports, or because the institution does not have the resources to review the number of
alerts generated by a Program or otherwise avoid complying with regulatory requirements.

The

regulators have recently brought enforcement actions against banks premised on such “tuning” of
BSA/AML systems.
The attributes of the Transaction Monitoring and Filtering Programs extend well beyond formal
requirements published by federal authorities, but are generally consistent with regulatory expectations
reflected in the FFIEC BSA/AML Examination Manual2 and recent enforcement actions by the federal
banking agencies and FinCEN for banks and branches of foreign banks.3
Notably, however, the Proposed Regulation introduces an annual certification requirement for senior
compliance officers, which poses an unprecedented element of risk for these officers. The Proposed
Regulation, including the form of certification, would require the senior compliance officer to certify that
the Transaction Monitoring and Filtering Programs requirements are satisfied, and that the certifying
officers would face potential criminal penalties in the event of an “incorrect” or “false” certification.
Although the Proposed Regulation refers to “incorrect” or “false” certifications without qualification, the
proposed form of certification includes a qualifier that the information provided is to the officer’s “best
knowledge.” At the same time, however, the Proposed Regulation does not explicitly provide an “intent”
standard for the imposition of criminal penalties.

1

See New York Department of Financial Services Superintendent’s Regulations, Banking Division
Transaction Monitoring and Filtering Program Requirements and Certifications (Proposed Rule), Part
504 (Dec. 1, 2015).

2

See Bank Secrecy Act/Anti-Money Laundering Examination Manual, Federal Financial Institutions
Examination Council, 60-80, 125-32, 142-54, 290-95 and App. R (2014).

3

See In the Matter of U.S. Bank National Association, OCC Consent Order AA-EC-2015-77 (Oct. 23,
2015); In the Matter of JPMorgan Chase Bank, N.A. et al., OCC Consent Order AA-EC-13-04 (Jan.
14, 2013); In the Matter of Citibank, N.A., OCC Consent Order AA-EC-12-18 (Apr. 5, 2012); In the
Matter of Wachovia Bank, National Association, FinCEN Assessment of Civil Money Penalty No.
2010-1 (Mar. 12, 2010).
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Clients interested in further information concerning the Proposed Regulation, and BSA/AML and
sanctions developments generally, are encouraged to contact the Sullivan & Cromwell lawyers identified
at the end of this memorandum.
*

*

*
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ABOUT SULLIVAN & CROMWELL LLP
Sullivan & Cromwell LLP is a global law firm that advises on major domestic and cross-border M&A,
finance, corporate and real estate transactions, significant litigation and corporate investigations, and
complex restructuring, regulatory, tax and estate planning matters.

Founded in 1879, Sullivan &

Cromwell LLP has more than 800 lawyers on four continents, with four offices in the United States,
including its headquarters in New York, three offices in Europe, two in Australia and three in Asia.
CONTACTING SULLIVAN & CROMWELL LLP
This publication is provided by Sullivan & Cromwell LLP as a service to clients and colleagues. The
information contained in this publication should not be construed as legal advice. Questions regarding
the matters discussed in this publication may be directed to any of our lawyers listed below, or to any
other Sullivan & Cromwell LLP lawyer with whom you have consulted in the past on similar matters. If
you have not received this publication directly from us, you may obtain a copy of any past or future
related publications from Stefanie S. Trilling (+1-212-558-4752; trillings@sullcrom.com) in our New York
office.
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