New Trends in SEC Enforcement Activity
By Tracy Richelle High, Partner, and Malaika R. Staten, Associate, Sullivan & Cromwell LLP
On February 20 and 21, 2015, the United States Securities and Exchange Commission
(the “SEC”) held its annual SEC Speaks conference, which highlighted its enforcement successes in 2014
and outlined its primary initiatives for 2015. SEC Chair Mary Jo White and other SEC officials
announced that the SEC will renew its focus on financial reporting and accounting fraud.1 They
forecasted that 2015 will be characterized by increased enforcement activity by the Financial Reporting
and Audit Task Force and greater efforts to hold auditors (seen as financial “gatekeepers”) accountable
for protecting the market against financial fraud.2 In addition, enforcement trends indicate that the SEC’s
Enforcement Division (“Enforcement Division”) can be expected to expand its enforcement of internal
accounting controls cases, which have constituted a significant portion of its efforts in recent years.
Recent activity in this area is particularly interesting given that it suggests the SEC will pursue internal
control misconduct even in the absence of facts sufficient to bring fraud charges.
Financial Reporting and Audit Task Force
One of the SEC’s most notable recent initiatives is the creation of the dedicated Financial
Reporting and Audit Task Force (“Task Force”). The Task Force, which was created in 2013, is
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responsible for “strengthening the agency’s efforts to identify and prosecute securities law violations
related to financial reporting and audit failures.”3 It is comprised of attorneys and accountants who work
in collaboration with the Enforcement Division’s Office of the Chief Accountant and others to identify
securities-law violations relating to the “preparation of financial statements, issuer reporting and
disclosure, and audit failures.”4
This year, Chair White applauded the Task Force’s recent successes, noting that its
efforts are beginning to “bear fruit”5 and suggesting that the SEC will continue to rely on the Task Force
as a primary means of identifying new cases. She and other SEC officials indicated that key areas of Task
Force enforcement will include: revenue recognition, auditor independence, expense recognition, faulty
valuations used to support accounting estimates, faulty and untimely impairment decisions, and missing
and insufficient related-party disclosures.6 This broad list of directives is reflected in recent actions
undertaken by the Task Force and the SEC more broadly.
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In addition, the Task Force has created and implemented its own review process, which is
known as its Issuer Monitoring and Review Initiative.7 Drawing on internal and external data and tools,
as well as other recently enhanced technology available to the SEC, the Task Force is actively monitoring
issuers so that it can spot areas of potential investigative interest as early as possible.8 Over the course of
the last several months, the Task Force has identified more than 200 issuers of potential interest, which it
plans to further investigate for possible misconduct with respect to accounting and financial reporting
practices.9
The Task Force is the primary means by which a great deal of the implementation of
future SEC initiatives is anticipated to occur. Furthermore, the SEC’s efforts with respect to auditor
accountability as well as internal accounting controls will likely be taken up as primary focuses of Task
Force enforcement.
Gatekeeper Accountability: Spotlight on Auditors and Audit Committees
In addition to projected increases in Task Force-led enforcement, the SEC has enhanced
its efforts to hold perceived “gatekeepers” accountable with respect to preventing financial fraud. While
this category of so-called gatekeepers has been defined in various ways over time and has been thought to
include auditors, attorneys, and Chief Financial Officers, the SEC has recently focused its enforcement
efforts on auditors and audit committees.
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Chair White clarified the rationale for the focus on auditor accountability in an October
2013 speech at the Securities Enforcement Forum. Highlighting the importance of auditors, White noted
that they “serve as critical gatekeepers – experts charged with making sure that the processes that
companies use to prepare and report financial information are ones that are built on strength and
integrity.”10 She also noted that investors rely heavily upon auditor work product in order to analyze their
investments.11
As a means of furthering its increased emphasis on holding auditors accountable, the SEC
launched Operation Broken Gate, an initiative designed, in part, to “identify auditors who neglect their
duties and the required auditing standards.”12 According to White, the initiative was created to “prob[e]
the quality of audits and determine[] whether the auditors missed or ignored red flags; whether they have
proper documentation; and, whether they followed their professional standards.”13
Operation Broken Gate (also known as the “Broken Window” Policy initiative) draws its
name from the Broken Windows Theory – a metaphor first articulated by George L. Kelling and James Q.
Wilson – which holds that allowing those who break a window to go unpunished signals that small crimes
are tolerated and, as a result, leads to more and larger crimes. In order to encourage appropriate, sociallydesirable behaviors, Broken Gate enforcement suggests that authorities should hold accountable
individuals guilty of misconduct, regardless of the severity of their offenses. As applied to the
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investigation of financial fraud, Operation Broken Gate has led the SEC to pursue enforcement even in
instances of minor, frequently unenforced or overlooked violations.14
More recently, Chair White reaffirmed the SEC’s commitment to holding auditorgatekeepers accountable at a June 2014 speech at the Stanford Directors’ College. She noted that “audit
committees, in particular, have an extraordinarily important role in creating a culture of compliance
through their oversight of financial reporting.”15 Chair White specifically referenced auditor
accountability yet again during this year’s SEC Speaks Conference.16 She emphasized that the SEC’s
ongoing commitment to holding auditors accountable, even in the instance of small infractions, was an
important extension of Operation Broken Window’s enforcement efforts and she reaffirmed that it
remains “important to pursue even the smallest infractions.”17
Since the implementation of Operation Broken Gate, the Enforcement Division has made
good on that promise, performing numerous targeted enforcement “sweeps” and holding individuals and
companies liable for violations of non-fraud securities law provisions that have been underutilized
historically.
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Recent Auditor Enforcement Actions
Though auditor accountability has been emphasized by the SEC on an ongoing basis,
actual enforcement activity has been fairly limited and largely focused on small accounting firms. That
said, the number of individuals implicated is on the rise as a review of recent cases bearing on auditor
liability have implicated 80 defendants in the last few months alone.18
Violations of Professional Standards
An October 24, 2014 SEC complaint against Berman & Company, P.A. (“Berman &
Co.”) and Elliot Berman (“Elliot”), Berman & Co.’s principal and lead auditor, highlights recent SEC
enforcement activity with respect to auditors’ professional standards. This action focused on regulations
requiring lead audit partners to periodically rotate off their audit engagements in order to preserve the
integrity of the financial reporting process. According to the complaint, Elliot’s failure to comply with
the rotational requirements amounted to engaging in “improper professional conduct and willfully
violat[ing] and aid[ing] and abett[ing] violations of the Federal securities laws and the rules and
regulations thereunder” by both the company and Elliot as an individual.19
In spite of rotational requirements, Elliot opted to continue to serve as the lead auditor
with respect to one of the company’s issuer-clients. Specifically, he served as the primary point of
contact with the issuer’s management, board of directors and the board’s audit committee. Additionally,
he made audit-related presentations to the issuer’s audit committee and communicated with the issuer’s
management on substantive issues. Finally, he commented on the issuer’s 10-K, reviewed audit
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paperwork and directed staffing and work related to the issuer’s audit. 20 According to the SEC, in an
effort to cover-up his conduct, Elliot “installed” as lead auditor an employee who was not a certified
public accountant, and then continued to perform those duties himself.
The SEC ultimately found that Elliot’s misconduct amounted to violations of Section
4C(a)(2) of the Securities Exchange Act of 1934 (the “Exchange Act”) as well as Rule 102(e)(1)(ii) of the
Commission’s Rules of Practice.21 In addition, the SEC’s order found that Elliot and Berman & Co.
violated Section 10A(j) of the Exchange Act and caused their client’s violations of Section 13(a) of the
Exchange Act and Rule 13a-1.22 Finally, Berman & Co. violated and Elliot willfully aided and abetted
Rule 2-02 of Regulation S-X.23 In order to settle the charges, Elliot was required to pay a $15,000 penalty
and was suspended for a minimum of one year from practicing as an accountant on behalf of any publicly
traded company or other entity regulated by the SEC.24
Auditor Independence
In addition to its enforcement activity with respect to professional accounting standards,
the SEC’s recent activity has also involved auditor independence rules. In December 2014, the SEC
initiated a Task Force-driven enforcement sweep against eight accounting firms for preparing financial
statements of brokerage firms that they also audited in violation of the rules requiring auditor
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independence.25 According to the SEC, the firms “participated in the preparation of their respective
clients’ financial statements, improperly playing the role of both preparer and auditor.”26
Pursuant to auditor independence rules, firms are prohibited from “jeopardiz[ing] their
objectivity and impartiality in the auditing process by providing…non-audit services to audit clients.”27
By undertaking to complete the financial statements, the firms effectively put themselves in the position
of auditing their own work, inappropriately misaligning their interest with their clients’ and undermining
their abilities to function as objective auditors. Stephen L. Cohen, Associate Director of the SEC’s
Division of Enforcement, castigated the firms’ actions and reiterated that “[a]uditors must vigilantly
safeguard their independence.”28
The SEC orders found that the firms: (1) violated Rule 17a-5(i) of the Exchange Act; (2)
caused their broker-dealer audit clients to violate Section 17(a) of the Exchange Act and Rule 17a-5; and
(3) engaged in improper professional conduct pursuant to Exchange Act Section 4C(a)(2) and Rule
102(e)(1)(ii) of the Commission’s Rules of Practice.29 As a result of these violations, the SEC assessed
penalties totaling $140,000 upon the eight firms, which all agreed to settle the cases.
Relatedly, in its September 25, 2014 complaint against Mayer Hoffman McCann, P.C.
(“MHM”), the SEC initiated proceedings against a small public accounting firm for independence
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violations based on its audit of a broker-dealer, which regularly traded the securities of a public company
closely associated with the auditor.30 The SEC alleged that MHM violated its duty as an independent
auditor by performing audits on a client that invested in the stock of a company that MHM was tied to via
an alternative practice structure, in violation of Sections 4C and 21C of the Exchange Act and Rule 102(e)
of the Commission’s Rules of Practice. The SEC found that the investment of one of MHM’s audit
clients in a company to which MHM was tied effectively undermined MHM’s ability to appropriately and
ethically function as the client’s auditor.31
In addition to finding that MHM violated its independence obligations, the SEC
contended that MHM’s procedures were deficient in preventing independence violations for other brokerdealers and investment fund audit clients.32 After undertaking an intensive investigation of MHM’s
conduct, the SEC found that MHM’s deficient internal mechanisms resulted in multiple failures to
comply with auditor independence rules or meet adequate professional standards.33
Examples like the cases outlined above highlight the SEC’s increased focus on the role of
auditors as well as the obligations associated with auditor independence and professional conduct. SEC
officials’ discussions of the SEC’s ongoing commitment to enforcement in relation to auditor
accountability likely serves as a foreshadowing of what is on the horizon. If the last several months are
any indication, auditors and audit committees should anticipate continued intensive and ongoing scrutiny
by the Enforcement Division.
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Continued Internal Controls Enforcement
The SEC has also demonstrated a renewed commitment to enforcement of internal
accounting controls standards. Though activity in this area is old hat, recent enforcement actions suggest
a willingness on the part of the SEC to pursue wrongdoing based on internal controls failures, even in the
absence of other fraud charges. This approach represents a departure from the SEC’s prior approach of
generally requiring concurrent fraud violations in order to pursue claims based on faulty or insufficient
internal controls. Before discussing recent cases demonstrating the SEC’s shift, we briefly outline
existing regulations governing internal controls and audit standards.
The Internal Controls Regime
Section 13(b)(2)(B) of the Exchange Act requires that every publicly traded company:
“devise and maintain a system of internal accounting controls sufficient to provide reasonable
assurances34 that—
(i) transactions are executed in accordance with management’s general or
specific authorization;
(ii) transactions are recorded as necessary (1) to permit preparation of financial
statements in conformity with generally accepted accounting principles or any
other criteria applicable to such statements, and (2) to maintain accountability for
assets;
(iii) access to assets is permitted only in accordance with management’s general
or specific authorization; and
(iv) the recorded accountability for assets is compared with the existing assets at
reasonable intervals and appropriate action is taken with respect to any
differences[.]”35
34
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officials in the conduct of their own affairs.” 15 U.S.C. § 78m(b)(7).
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Additionally, Section 13(b)(5) prohibits any person from “knowingly circumvent[ing] or
knowingly fail[ing] to implement a system of internal accounting controls or knowingly falsify[ing] any
book, record, or account described in paragraph (2).”36 Neither provision requires scienter, or proof of
wrongful intent by the alleged wrongdoer, in order to impose civil sanctions.37
Neither the Exchange Act nor the SEC has specified an internal control procedure that a
U.S. issuer must implement. The only SEC-recognized framework is a discretionary one established in
1992 by the Committee of Sponsoring Organizations of the Treadway Commission (“COSO”).38 In June
2007, the SEC provided its Final Rule on Management’s Report on Internal Control Over Financial
Reporting and Certification of Disclosure in Exchange Act Periodic Reports,39 requiring every issuer to

Violations Arising from Deceptive Structured Finance Products and Transactions (December 3, 2003)
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“maintain disclosure controls and procedures . . . and interim control over financial reporting.”40 The
SEC defines “internal control over financial reporting” as “a process designed by, or under the
supervision of, the issuer’s principal executive and principal financial officers, or persons performing
similar functions, and effected by the issuer’s board of directors, management and other personnel, to
provide reasonable assurance regarding the reliability of financial reporting and the preparation of
financial statements for external purposes in accordance with generally accepted accounting principles.”41
That process must:
(1) Pertain to the maintenance of records that in reasonable detail accurately and
fairly reflect the transactions and dispositions of the assets of the issuer;
(2) Provide reasonable assurance that transactions are recorded as necessary to
permit preparation of financial statements in accordance with generally accepted
accounting principles, and that receipts and expenditures of the issuer are being
made only in accordance with authorizations of management and directors of the
issuer; and
(3) Provide reasonable assurance regarding prevention or timely detection of
unauthorized acquisition, use or disposition of the issuer’s assets that could have
a material effect on the financial statements.42
Finally, Item 308 of Regulation S-K requires management to provide an annual report
that:
(1) states management’s responsibility for establishing and maintaining adequate
internal control over financial reporting for the registrant;
(2) identifies the framework used by management to evaluate the effectiveness of
the registrant’s internal control over financial reporting;

that chief executive officers and CFOs certify the issuer’s 10-Ks and 10-Qs, including by stating that they are
responsible for internal controls, have designed such controls to ensure that material information is brought to their
attention, have evaluated the controls’ effectiveness in the last 90 days, and have discussed in the report any changes
to internal controls during the period under review).
40
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(3) provides management’s assessment of the effectiveness of the registrant’s
internal control over financial reporting as of the end of the registrant’s most
recent fiscal year, including a statement as to whether or not internal control over
financial reporting is effective; and
(4) states that the registrant’s outside auditors have issued an attestation report on
the registrant’s internal control over financial reporting. This report must be
included in the Form 10-K.43
Management’s assessment of the effectiveness of its internal controls must disclose “any material
weakness in the registrant’s internal control over financial reporting identified by management.”44
Governing Audit Provisions
Though a more thorough exposition of auditing provisions and principles is beyond the
scope of this article, it bears mentioning that companies attempting to ensure compliance with relevant
audit standards and requirements familiarize themselves with Public Company Accounting Board’s
(“PCAOB”) Auditing Standard 16 (“AS 16”), which outlines various standards with respect to the
execution of audits and details issues that auditors are required to discuss with the audit committee.
Effective in 2013 for calendar-year registrants, AS 16 provides broader guidance with respect to the
professional standards for auditors, outlining their objectives as follows:
a. Communicate45 to the audit committee the responsibilities of the auditor in relation to
the audit and establish an understanding of the terms of the audit engagement with
the audit committee;
b. Obtain information from the audit committee relevant to the audit;
c. Communicate to the audit committee an overview of the overall audit strategy and
timing of the audit; and
d. Provide the audit committee with timely observations arising from the audit that are
significant to the financial reporting process.46
43

17 C.F.R. 229.308.
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Id. (further stating that “[m]anagement is not permitted to conclude that the registrant’s internal control over
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financial reporting[.]”)
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“Communicate to,” as used in this standard, is meant to encourage effective two-way communication between the
auditor and the audit committee throughout the audit to assist in understanding matters relevant to the audit.
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AS 16 also holds auditors responsible for establishing an understanding of the terms of the audit, noting
that:
The auditor should establish an understanding of the terms of the audit engagement with
the audit committee. This understanding includes communicating to the audit committee
the following:
a.
b.
c.

The objective of the audit;
The responsibilities of the auditor; and
The responsibilities of management.47

Beyond requiring auditors to establish an understanding with respect to audit terms, AS 16 requires
auditors to record the agreed-upon understanding so that a clear record can later be consulted should
issues arise:
The auditor should record the understanding of the terms of the audit engagement in an
engagement letter and provide the engagement letter to the audit committee annually.
The auditor should have the engagement letter executed by the appropriate party or
parties on behalf of the company. If the appropriate party or parties are other than the
audit committee, or its chair on behalf of the audit committee, the auditor should
determine that the audit committee has acknowledged and agreed to the terms of the
engagement.48
In addition, AS 16 contains specific instructions with respect to the overall audit strategy,
timing of the audit and significant risks. It also addresses numerous issues likely to be implicated in the
course of an audit and provides instructions on how auditors are expected to proceed.
Moreover, in light of the SEC’s 2014 adoption of PCAOB Auditing Standard No. 18
(“AS 18”), auditors are also required to consider on three key areas within their audits: related party
46

Pub. Co. Accounting Oversight Bd., Release No. 2012-004, Auditing Standard No. 16, Communication with the
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transactions; significant unusual transactions; and financial relationship and transactions with executive
officers, including executive compensation arrangements.49 Additionally, auditors are encouraged to
“connect the dots” between different aspects of the audit, and specifically, to scrutinize the “business
purpose (or the lack thereof) of companies’ significant unusual transactions required by Auditing
Standard No. 16.”50
Though it remains to be seen how the SEC will use AS 18 in its enforcement arsenal,
auditors would do well to take note that with the SEC’s renewed vigilance in financial reporting matters,
a working knowledge of relevant audit principles is necessary in order to avoid liability for potential SEC
fraud violations based on the actions of their auditors.
Faulty Internal Controls
The SEC’s recent enforcement action with respect to an Arizona software company
serves as a good example of the recent shift with respect to controls cases. In the case of JDA Software
Group, Inc. (“JDA”), the SEC alleged violations of Sections 13(a), 13(b)(2)(A), and 13(b)(2)(B) of the
Exchange Act and Rules 12b-20, 13a-1, 13a-11, and 13a-13 thereunder.51
The SEC alleged that JDA “failed to properly recognize and report revenue from certain
software license agreements it sold to customers.” According to the SEC, this reporting error occurred
“because [JDA’s] internal accounting controls failed to consider information needed for determining a
critical component of revenue recognition for software companies.” Proper recognition of this “critical”

49

PCAOB Release No. 2014-002 at 6, Auditing Standard 18, Related Parties (June 10, 2014), available at
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accounting component, known as vendor specific objective evidence of fair value (“VSOE”) is necessary
in order for software companies to properly recognize the revenue from their agreements.
Based on its investigation of JDA, the SEC found that JDA’s violations amounted to
inadequate internal controls surrounding revenue recognition, which ultimately resulted in the company
misstating revenues in public filings. The SEC also found that the issues with respect to JDA’s internal
controls constituted a sufficient basis for liability, as the company’s financial statements in 2008, 2009,
2010, and 2011 were materially misstated as a result.52
Ultimately, and in spite of the absence of concurrent fraud or individual charges, the SEC
forced JDA to pay a $750,000 penalty, finding that its conduct violated the reporting, books and records,
and internal controls provisions of the federal securities laws.53
Relatedly, the SEC’s willingness to pursue standalone internal controls cases apart from
fraud claims, was also highlighted by its imposition of $150,000 in fines on Great Lakes Dredge & Dock
Corporation (“Great Lakes”) in October 2014. The SEC’s action against Great Lakes was based on
allegations that it recorded revenue without sufficient proof of customer acceptance of shipped inventory.
By way of its organizational structure, Great Lakes has two operating divisions, a
dredging segment responsible for most of the firm’s revenue and a demolition segment. The SEC’s
complaint alleges that Great Lakes overstated revenue in the company’s demolition segment in the second
and third quarters of 2012. Specifically, the SEC found that the company’s “demolition segment
recorded revenue for pending change orders even though it did not have sufficient proof of customer
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acceptance of the pending change orders.”54 As a result, revenue was overstated during the year-end
audit. The company discovered the issue during one of its routine audits and announced a restatement.
According to the SEC, the company’s overstatement resulted from a material weakness in
its internal controls. With respect to its internal controls, the SEC found that Great Lakes “failed to
capture and analyze timely and consistently pending change orders in its demolition segment.”55 Based
on its investigation, the SEC found that the alleged failure was “largely as a result of inadequate
accounting policies and procedures, inadequate training of segment personnel, and insufficient monitoring
by corporate accounting staff.”56
In order to resolve the proceeding, Great Lakes consented to the entry of a cease and
desist order under Exchange Act Sections 13(a), 13(b)(2)(A) and 13(b)(2)(B). In assessing its fine, the
SEC gave consideration to Great Lakes’ remedial acts as well as the company’s substantial cooperation.
*

*

*

Through its emphasis on intensifying Task Force enforcement, increasing auditor
accountability, and pursuing internal controls violations in the absence of concurrent fraud charges, the
SEC appears poised to increase its financial reporting enforcement activity even beyond the 40% uptick
that it experienced in 2014. From the progress it has made in the first quarter of 2015, the SEC seems
well on track to surpass last year.
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