September 20, 2022

Executive Order Providing Guidance to
CFIUS on Evolving National Security Risks
President Biden Provides Formal Direction to CFIUS on Supply
Chains, Investment Trends, and Other Risk Factors
SUMMARY
On September 15, 2022, President Joseph R. Biden issued an Executive Order (the “EO”) stressing the
importance of ensuring that the foreign investment review process in the United States remains responsive
to an evolving national security landscape, while at the same time reaffirming that the United States
welcomes and supports foreign investment – consistent with the protection of national security. To that end,
the EO directs the Committee on Foreign Investment in the United States (“CFIUS” or the “Committee”) to
consider five specific risk factors when it reviews a transaction. 1 The EO provides direction to CFIUS to
ensure that its review of covered transactions remains responsive to evolving national security risks,
including, as a technical matter, by elaborating and expanding on the risk factors identified in subsections
(f)(1)-(10) of section 721 of the Defense Production Act of 1950, as amended (50 U.S.C. 4565). Much of
what the EO sets forth is already considered by CFIUS in its review of covered transactions, but the EO
prescribes a more formal analytical framework. The EO is the first time since the executive order
establishing CFIUS in 1975 that a President has used the executive order mechanism to provide formal
Presidential direction on the risks that CFIUS should assess in its evaluation of covered transactions. 2
The EO adds an emphasis, already a topic of focus for the Biden Administration, on climate adaptation
technologies, critical materials, and food security, to the enumerated factors to be considered by CFIUS.
Fundamentally, however, other than this renewed emphasis, the content of the EO does not break new
ground, as CFIUS already considers most, if not all, of these factors in its review of transactions. The timing
of CFIUS review generally should not be impacted, although it is possible that certain transactions that
touch on the areas of focus specified in the EO could take longer to clear than they might have prior to the
issuance of the EO. Even though the EO does not necessarily break new ground, the EO approach is novel
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in its recognition of the need to stay ahead of evolving risks and in its express and public recognition of
these factors.
The risk factors identified in the EO do not replace current CFIUS risk considerations, but rather elaborate
upon and expand the statutory factors3 specified in 50 U.S.C. § 4565(f), as well as additional informal
factors, that CFIUS already considers in its review of covered transactions. 4 The EO thus emphasizes
certain factors that the President deems to be of particular importance in light of the evolving national
security landscape and the evolving nature of the investments that may pose risks to national security, but
the risks identified in the EO do not exhaust the risks that CFIUS may consider when reviewing a covered
transaction, and the Biden Administration expressly emphasized that CFIUS “may consider any national
security risk arising out of a transaction over which it has jurisdiction.” 5

FIVE SETS OF RISK FACTORS THE EO DIRECTS CFIUS TO CONSIDER
In its press release, the Administration ties the EO to its broader foreign policy objectives: “preserving U.S.
technological leadership, protecting Americans’ sensitive data, and enhancing U.S. supply chain
resilience.”6 These objectives animate the five specific sets of risks factors the EO identifies for CFIUS
attention:
1. “A given transaction’s effect on the resilience of critical U.S. supply chains that may have
national security implications, including those outside of the defense industrial base.” 7 As
certain foreign investment may undermine supply chain resilience efforts and therefore national
security by making the United States vulnerable to future supply disruptions, the EO directs
CFIUS to consider when “an investment shifts ownership, rights, or control with respect to certain
manufacturing capabilities, services, critical mineral resources, or technologies that are
fundamental to national security” to a foreign person who might take actions that threaten to
impair the national security of the United States as a result of the transaction, or to other foreign
persons, including foreign governments, to whom the foreign person has commercial, investment,
non-economic, or other ties that might cause the transaction to pose a threat to U.S. national
security.8 The EO instructs CFIUS to evaluate, among other things, and as appropriate, (i) the
effect of the proposed transaction on supply chain resilience and security, both within and outside
the defense industrial base, in manufacturing capabilities, services, critical mineral resources,
or technologies that are fundamental to national security; 9 (ii) the United States capability with
respect to manufacturing capabilities, services, critical mineral resources, or technologies,
including those that are fundamental to national security; (iii) the degree of involvement in the
United States supply chain by a foreign person who is a party to the covered transaction and who
might take actions that threaten to impair the national security of the United States as a result of
the transaction, or who might have relevant third-party ties that might cause the transaction to
pose a threat; (iv) the degree of diversification through alternative suppliers across the supply
chain, including suppliers located in allied or partner economies, and the concentration of
ownership or control by the foreign person in a given supply chain; and (v) whether the United
States business that is party to the covered transaction supplies, directly or indirectly, the United
States Government, the energy sector industrial base, or the defense industrial base.
2. “A given transaction’s effect on U.S. technological leadership in areas affecting U.S.
national security[.]”10 The EO notes that although in many cases foreign investments can help
to foster domestic innovation, it is important to protect United States technological leadership by
addressing the risks posed by investments by foreign persons who might take actions that
threaten to impair the national security of the United States as a result of the transaction, and by
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addressing whether such persons have relevant third-party ties that might cause the transaction
to pose such a threat. Accordingly, the EO directs CFIUS to consider, as appropriate, whether a
covered transaction involves manufacturing capabilities, services, critical mineral resources, or
technologies that are fundamental to United States technological leadership and therefore
national security, such as microelectronics, artificial intelligence, biotechnology and
biomanufacturing, quantum computing, advanced clean energy, and climate adaptation
technologies.11 CFIUS is also directed to consider, as appropriate, relevant third-party ties that
might cause such a transaction to threaten to impair the national security of the United States,
and whether the transaction “could reasonably result in future advancements and applications in
technology that could undermine national security.” 12
3. “Aggregate industry investment trends that may have consequences for an individual
transaction’s impact on U.S. national security.” 13 The concern here is that incremental
investments over time may result in national security risk, even if no single transaction does. In
other words, a series of acquisitions in the same, similar, or related United States businesses
involved in activities that are fundamental to national security or on terms that implicate national
security may result in a particular covered transaction giving rise to a national security risk when
considered in the context of transactions that preceded it. 14 The EO seeks to ensure that CFIUS
considers this context in order to prevent the weakening of U.S. domestic capabilities in an
incremental manner.15 To that end, the EO directs CFIUS, as appropriate, to consider the
cumulative effect of individual transactions to avoid an aggregation that facilitates a harmful
technology transfer to foreign persons in sectors or technologies crucial to U.S. interests. 16 The
EO states that in order to assist its review, the Committee may request the Department of
Commerce’s International Trade Administration to provide an analysis that details “the cumulative
control of, or pattern of recent transactions by, a foreign person” of the sector in which the
relevant U.S. business operates.17
4. “Cybersecurity risks that threaten to impair national security.” 18 The EO stresses that it is
important to ensure that foreign investment in United States businesses does not erode United
States cybersecurity, as investments by foreign persons with the capability and intent to conduct
cyber intrusions or other malicious cyber-enabled activity – such as activity designed to affect the
outcome of any election for Federal, State, Tribal, local, or territorial office; the operation of United
States critical infrastructure; or the confidentiality, integrity, or availability of United States
communications – may pose a risk to national security. Thus, the EO directs CFIUS to consider,
as appropriate, whether a covered transaction might provide direct or indirect access to
capabilities or information databases and systems that would allow a foreign person or related
parties to engage in cyber activities that threaten U.S. national security. 19 Specifically, the EO
identifies the risks that a covered transaction could lead to activity designed to undermine the
protection or integrity of data in storage or databases or systems housing sensitive data; election
interference; harm to critical infrastructure, such as the sabotage of smart grids; threats to the
defense industrial base; and harm to any of the cybersecurity priorities articulated in Executive
Order 14028 of May 12, 2021 (Improving the Nation’s Cybersecurity). 20 The EO also directs
CFIUS to consider, as appropriate, the cybersecurity posture, practices, capabilities, and access
of both the foreign person and the United States business that could allow a foreign person who
might take actions that threaten to impair the national security of the United States as a result of
the transaction, or their relevant third-party ties that might cause the transaction to pose such a
threat, to manifest cyber intrusion and other malicious cyber-enabled activity within the United
States.
5. “Risks to U.S. persons’ sensitive data.”21 Sensitive personal data has been a significant
concern of CFIUS for many years. The EO amplifies the national security concerns associated
with sensitive personal data, including that data is an increasingly powerful tool for the
surveillance, tracing, tracking, and targeting of individuals or groups of individuals. The EO also
states that it is important for the United States Government to stay current with threats posed by
advances in data processing and evaluation technology, including by considering potential risks
posed by foreign persons who might exploit access to certain data regarding United States
persons to target individuals or groups within the United States to the detriment of national
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security. In particular, the EO highlights and directs CFIUS to assess, as appropriate, risks
stemming from covered transactions where a foreign person or related parties might threaten
U.S. national security by gaining access to U.S. health and biological data; U.S. digital identities;
data that was once unidentifiable but that could be re-identified or de-anonymized due to
advances in technology; and data on U.S. sub-populations.22

CFIUS TO PERIODICALLY REVIEW ITS APPROACH
The EO requires CFIUS to review its “processes, practices and regulations” to ensure its consideration of
risk reflects current national security threats. 23 The Committee is also to periodically provide the Assistant
to the President for National Security Affairs a report documenting the results of this review, including any
resulting policy recommendations that CFIUS considers necessary to meet the evolving set of national
security risks.24

CONCLUSION
In response to the CFIUS report or as other evolving trends materialize, additional EOs might impose further
innovations on CFIUS practice. Developments should be monitored, and transaction parties should be
particularly sensitive to the risk factors identified in the EO, as they are likely to be top of mind for CFIUS in
the near term.
*

*

*
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