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Eleventh Circuit Court of Appeals Vacates
Cease and Desist Order as Unenforceable

Court Declines to Uphold an FTC Order Because It Sets an
“Indeterminable Standard of Reasonableness”: The Decision May
Affect Banking Agency Cease and Desist Orders

On June 7, in LabMD, Inc. v. FTC, the U.S. Court of Appeals for the Eleventh Circuit set aside a cease
and desist order imposed by the Federal Trade Commission (the “FTC”) on LabMD, Inc. (“LabMD”). The
cease and desist order, rather than identifying “specific unfair acts or practices from which LabMD must
abstain,”* would have required the company to create and implement various protective measures that, in
the court’s view, “would regulate all aspects of LabMD’s data security program.”2 The court does not
reach the most closely followed issue presented by this case—whether LabMD’s negligent failure to
implement and maintain a reasonable data-security program constituted an unfair act or practice under
Section 5(a) of the Federal Trade Commission Act—but rather, assumes this issue arguendo in order to

consider the enforceability of the order.?

In considering the issue of enforceability, the court notes that “the cease and desist order contains no
prohibitions” but instead “commands LabMD to overhaul and replace its data-security program to meet an
indeterminable standard of reasonableness.”* Highlighting the “problems that enforcing the order would
pose,”5 the court opines that “the prohibitions contained in cease and desist orders must be specific”6 or
otherwise the “court is put in the position of managing [a company’s] business in accordance with [a

regulator’s] wishes.”’

The court’s reasoning is notable for its potential application to the terms of enforcement orders routinely
issued against banks and other institutions by a multitude of other agencies, including the Federal
Reserve, the Comptroller of the Currency, the Federal Deposit Insurance Corporation, and the Bureau of

Consumer Financial Protection. The language called out by the court as impermissibly vague and
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thereby creating “enforceability problems™ is similar to language often used in orders issued by the
Federal bank regulatory agencies (generally upon consent) that essentially require a company to revise
an entire program or system so that it is “reasonably designed”9 to answer a broadly stated goal to the
satisfaction of the agency, followed by a list of “equally vague items which must be included” in the

redesigned system or program.®

If the Eleventh Circuit’s reasoning in the LabMD case is extended to remedial orders issued by other
agencies in the Eleventh Circuit or elsewhere, there would be a significant effect on the scope and
specificity of enforcement orders toward more specific standards and away from broad discretion to the
agency involved to determine if compliance with order provisions is adequate. Because banking and
other supervised institutions infrequently challenge enforcement orders, it may be quite some time before

the impact of the LabMD decision is clarified.
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ENDNOTES

10

LabMD Inc. v. Federal Trade Commission, No. 16-16270 (11th Cir. June 6, 2018) (the “Decision”)
at 15.

Decision at 15.

For additional information on the Cybersecurity context of this decision, please see our
Memorandum to Clients entitled Eleventh Circuit Vacates FTC Cease and Desist Order for Failing
to Enjoin Specific Cybersecurity Lapses: Court Holds FTC Must Articulate Specific Cybersecurity
Measures to Be Implemented (June 12, 2018), available at https://www.sullcrom.com/eleventh-
circuit-vacates-ftc-cease-and-desist-order-for-failing-to-enjoin-specific-cybersecurity-lapses.

Decision at 27.
Decision at 18.
Decision at 27.
Decision at 30.
Decision at 28.

Decision at 28. See, for example, Mega International Commercial Bank Co., Ltd. at Paragraphs
3, 5, 10, 12, 14 and 16; available at https://www.federalreserve.gov/newsevents/pressreleases/
files/enf20180117al.pdf (requiring the subject institutions to revise their BSA/AML compliance
programs and other programs with controls “reasonably designed” to ensure compliance with
laws and regulations).

Decision at 28.
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Cromwell LLP has more than 875 lawyers on four continents, with four offices in the United States,

including its headquarters in New York, four offices in Europe, two in Australia and three in Asia.

CONTACTING SULLIVAN & CROMWELL LLP

This publication is provided by Sullivan & Cromwell LLP as a service to clients and colleagues. The
information contained in this publication should not be construed as legal advice. Questions regarding
the matters discussed in this publication may be directed to any of our lawyers listed below, or to any
other Sullivan & Cromwell LLP lawyer with whom you have consulted in the past on similar matters. |If
you have not received this publication directly from us, you may obtain a copy of any past or future

publications by sending an e-mail to SCPublications@sullcrom.com.
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