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CFTC Adopts Final Rule on Electronic Trading Risk Principles 

SUMMARY 

On December 8, 2020, the U.S. Commodity Futures Trading Commission (“CFTC” or the “Commission”) 

held an open meeting at which it voted 4-1 (with Commissioner Rostin Behnam dissenting) to adopt a final 

rule, applicable to designated contract markets (“DCMs”), addressing electronic trading risk principles (the 

“Final Rule”).  The Final Rule, which substantially tracks the proposed rule promulgated on July 15, 2020 

(the “Proposed Rule”),1 takes a principles-based approach to monitoring risks inherent in electronic trading, 

and is designed to provide DCMs with the flexibility to tailor the rules and pre-trade risk controls for market 

participants subject to each DCM’s respective jurisdiction.  The CFTC believes that this approach provides 

DCMs with the requisite flexibility to implement rules and procedures appropriate for their markets and to 

adapt and evolve with changing technologies and markets.2  The Final Rule consists of three principles 

applicable to DCMs:  

 Risk Principle 1: The implementation of exchange rules applicable to market participants to prevent, 
detect and mitigate market disruptions and system anomalies associated with electronic trading;  

 Risk Principle 2: The implementation of exchange-based pre-trade risk controls for all electronic 
orders; and  

 Risk Principle 3: The prompt notification of the Commission by DCMs of any significant market 
disruptions to their electronic trading platforms. 

The Commission’s adoption of the Final Rule marks a shift toward a principles-based approach to regulating 

automated trading as compared with the Commission’s previous regulatory efforts.  In June 2020, the CFTC 

announced its decision to withdraw its prior proposals on regulation of automated trading, moving away 

from its 2015-2016 attempt to impose registration and related conditions and requirements directly onto 

market participations that utilize automated trading tools. 

http://www.sullcrom.com/
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The Final Rule will become effective on the date of the publication in the Federal Register.3  DCMs must 

be in full compliance with the requirements of the rule within 180 days after the effective date.4 

BACKGROUND  

A. WITHDRAWAL OF THE REGULATION AT PROPOSALS 

On December 17, 2015, the CFTC promulgated a notice of proposed rulemaking proposing a series of risk 

controls, transparency measures and other safeguards to enhance the safety and soundness of automated 

trading on DCMs (the “2015 Proposal”).5  The 2015 Proposal was the Commission’s first major effort to 

regulate directly algorithmic order origination and electronic trade execution on U.S. futures exchanges.6  

The 2015 Proposal would potentially have required registration of a variety of entities, based on their use 

of electronic trading tools, even on a proprietary basis. 

On November 4, 2016, the CFTC released a supplemental notice of proposed rulemaking with respect to 

regulation of automated trading7 (the “2016 Proposal” and, together with the 2015 Proposal, “Regulation 

AT”).  The 2016 Proposal modified certain aspects of the 2015 Proposal, including by proposing to simplify 

the risk control framework and narrowing the scope of the registration requirement so that the rule would 

not capture smaller market participants.8 

On June 25, 2020, the CFTC voted 3-2 to withdraw Regulation AT, with Commissioners Rostin Behnam 

and Dan M. Berkovitz dissenting.9 

B. THE PROPOSED RULE 

On June 25, 2020, the CFTC voted 4-1, with Commissioner Rostin Behnam dissenting,10 to release the 

Proposed Rule for public comment.  The Proposed Rule introduced three flexible principles—consistent 

with Chairman Heath P. Tarbert’s principles-based approached to regulation11—to be implemented by 

DCMs.  The principles were designed to address the need for prevention, detection and mitigation of market 

disruptions and system anomalies associated with the entry of electronic orders and messages in DCMs’ 

electronic trading platforms.  During the June open meeting, Commission staff (the “Staff”) indicated that 

they did not expect the proposed principles to materially alter DCMs’ existing oversight obligations.12  

Moreover, the CFTC staff  expected that the proposed principles would not require DCMs to take substantial 

additional actions, as the principles in the Proposed Rule were already either incorporated into best 

practices or codified in DCMs’ rulebooks.13  Importantly, the Staff emphasized that these principles did not 

create strict liability for DCMs in the event of a violation, nor did the principles require any specifically defined 

set of rules or risk controls.  The Staff noted during the June open meeting that DCMs should be able to 

satisfy their requirements under the principles if they have established and implemented rules and pre-
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trade risk controls that are “reasonably designed” to prevent, detect and mitigate market disruptions or 

system anomalies associated with electronic trading.  

FINAL RULE  

On December 8, 2020, the CFTC voted 4-1 to adopt the Final Rule. Commissioner Rostin Behnam 

dissented.14  At the Commission’s open meeting, Chairman Heath P. Tarbert stated that the Final Rule’s 

principles-based approach would provide both market participants and the CFTC with the flexibility to adapt 

to new technologies and trading strategies.15  As the Staff emphasized during the meeting, and as the Final 

Rule explains, the risk principles are to be applied through an objective reasonableness standard.16   

A. THE THREE RISK PRINCIPLES  

1. Risk Principle 1: Each DCM must adopt and implement rules to prevent, detect and 
mitigate market disruptions or system anomalies associated with electronic trading 
(Commission Regulation § 38.251(e)) 

Under Risk Principle 1, DCMs must adopt and implement rules for their market participants to prevent, 

detect and mitigate market disruptions or system anomalies associated with electronic trading.17  Any rules 

adopted pursuant to Section 38.251(e) must be submitted to the Commission in accordance with either the 

CFTC review and approval procedures of Section 40.5 or the self-certification rules under Section 40.6.18 

In the preamble to the Final Rule, the Commission acknowledged that various DCM practices currently in 

place today may already be consistent with Risk Principle 1, such as rules requiring market participants to 

use exchange-provided risk controls that address potential price distortions and related market anomalies.19 

Accordingly, the Commission observed that it is possible that some DCMs would not be required to file new 

or amended rules to satisfy Risk Principle 1 once the Final Rule becomes effective.20  

The Commission adopted Risk Principle 1 as proposed in June, but clarified that a DCM may have rules 

that only apply to a subset of market participants.21 

2. Risk Principle 2: Each DCM must subject all electronic orders to exchange-based pre-
trade risk controls to prevent, detect and mitigate market disruptions or system 
anomalies associated with electronic trading (Commission Regulation § 38.251(f)) 

The Commission adopted Risk Principle 2 as proposed in June and expressly decided against adding 

specific pre-trade or post-trade risk controls, as those would be inconsistent with the principles-based 

approach of the Final Rule.22  Risk Principle 2 requires that all electronic orders be subject to a DCM’s 

exchange-based pre-trade risk controls, but the codified principle does not address post-trade risk controls 

and the Commission expressly stated that its Final Rule does not impose additional post-trade risk control  

requirements.23  The Commission anticipates that full compliance with the Final Rule would require periodic 

evaluation of a DCM’s trading marketplace and updates to the exchange-based pre-trade risk controls.24  
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3. Risk Principle 3: Each DCM must promptly notify Commission Staff of a significant 
market disruption on its electronic trading platform(s) and provide timely information 
on the causes and remediation (Commission Regulation § 38.251(g)) 

This third component of the Final Rule requires a DCM to promptly notify the Staff of, and provide timely 

information on, the cause and remediation of any significant market disruption on its electronic trading 

platform.25  The notification must contain sufficient information to convey the nature of the disruption, and 

if known, its causes, as well as the DCM’s plan for remediation of the disruption.26  The Commission 

recognized that the specific cause of the market disruption and the attendant remediation may not be known 

at the time of the disruption and may have to be addressed in a follow-up e-mail or report.27 

The only substantive change between the Proposed Rule and the Final Rule is in Risk Principle 3. Under 

the Proposed Rule, a DCM would have had to promptly notify Commission staff of “significant disruptions” 

to its electronic trading platform and provide timely information on the causes and remediation.28  Under 

the Final Rule, the Commission altered the text to read “significant market disruptions.”  In doing so, the 

CFTC has aligned Risk Principle 3 language with Risk Principles 1 and 2 language:  all now refer to “market 

disruptions.”  The CFTC deemed this change critical because it seeks to have the Risk Principle 3 

notification requirements apply to only a “subset of the market disruptions under Risk Principles 1 and 2, 

i.e., to those market disruptions that are ‘significant.’”29  

This change to the Risk Principle 3 language appears to have been central to Commissioner Dan M. 

Berkovitz’s affirmative vote:  “I am also able to support the Final Rule because . . . it clarifies that Risk 

Principles 1 and 2 are intended to address any type of market disruption arising from market participants 

or electronic orders that materially affects electronic trading.”30  Specifically, Commissioner Berkovitz 

observed that this change “makes clear that while Risk Principle 3 addresses ‘significant’ market 

disruptions, Risk Principles 1 and 2 include the broader set of ‘material’ disruptions.”31  As stated in the 

Final Rule, “the standard for a significant market disruption under Risk Principle 3 is higher than the 

standard for a market disruption under Risk Principles 1 and 2.”   

* * * 
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