
 

 

 
New York     Washington, D.C.     Los Angeles     Palo Alto     London     Paris     Frankfurt     Brussels 

Tokyo     Hong Kong     Beijing     Melbourne     Sydney 
 

www.sullcrom.com 

 

November 9, 2023 

Proposed CFPB Rule on Personal Financial 
Data Rights 

Proposal Would Accelerate Shift Toward “Open Banking” by Granting 
Consumers Rights of Access and Portability for Payment Account-
Related Data and Establishing Requirements for Data Sharing 

SUMMARY 

On October 19, 2023, the Consumer Financial Protection Bureau released a proposed rule1 that marks the 

CFPB’s first rulemaking under section 1033 of the Consumer Financial Protection Act of 2010 (the 

“CFPA”).2 Section 1033 generally empowers the CFPB to prescribe rules under which providers of 

consumer financial products or services must make data available to their consumers regarding the 

products or services consumers obtain. 

Although section 1033 may be applied to a wide range of consumer financial products and services, the 

proposed rule focuses on data related to payments and payment accounts. Banks, credit unions, and other 

providers of checking, savings, and credit card accounts and various other payments accounts and 

products, including digital wallets, would have to make a broad range of information available to consumers 

through “consumer interfaces” and to consumer-authorized third parties through “developer interfaces.” 

These third parties, which would include financial technology companies (fintechs), data aggregators 

collecting data for fintechs, banks, and others, would access the information in connection with providing 

the consumer with other financial products or services. The proposed rule would impose a number of 

obligations with respect to both the provision of data through consumer and developer interfaces and third 

party access to that data. The proposed rule would be implemented in phases, with the largest providers 

being subject to its requirements within approximately six months after a final rule is published and smaller 

banks and credit unions having several years before compliance becomes required. 
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According to the CFPB, the proposed rule would “accelerate a shift toward open banking, where consumers 

would have control over data about their financial lives and would gain new protections against companies 

misusing their data.”3 It would also “jumpstart competition” by permitting consumers to direct existing 

providers to “share data . . . with other companies offering better products” and enabling consumers “to 

walk away from bad service.”4 The proposed rule would prohibit third parties that receive covered data from 

collecting, using, or retaining the data “to advance their own commercial interests,” including through 

targeted advertisements, and would “seek[] to move the market away” from “screen scraping.”5 

Comments on the proposed rule are due by December 29, 2023. CFPB Director Rohit Chopra said in a 

statement that the CFPB will seek to finalize a rule by fall of 2024.6 

I.  BACKGROUND 

Section 1033 of the CFPA was enacted in 2010, as part of the Dodd-Frank Wall Street Reform and 

Consumer Protection Act, with a view to ensuring that consumers would have largely unfettered access to, 

and control over, their financial data. The provision applies to “covered persons,” a term defined broadly in 

the CFPA to include “any person that engages in offering or providing a consumer financial product or 

service” and affiliate service-providers of such persons.7 Under section 1033, subject to rules to be 

promulgated by the CFPB, a covered person must make available to consumers information in the covered 

person’s possession or control concerning the consumer financial product or service obtained by the 

consumer, subject to four exceptions.8 Section 1033 also directs the CFPB to prescribe, by rule, standards 

“to promote the development and use of standardized formats for information, including through the use of 

machine readable files,” for the information to be made available to consumers under the provision.9 

Over the next decade, the CFPB sought to understand and shape marketplace developments related to 

sharing of personal financial data, but did not take action to promulgate the rules required by section 1033. 

In 2016, the CFPB published a request for information, seeking public comment so that it could “better 

understand the consumer benefits and risks associated with market developments that rely on access to 

consumer financial account and account-related information.”10 The following year, the CFPB released a 

set of “Consumer Protection Principles” that addressed consumer-authorized access to account data and 

related consumer protection challenges, particularly in respect of data privacy and security.11 

In 2020, the CFPB took more concrete steps toward the rulemaking contemplated by section 1033. It held 

a symposium to “hear from stakeholders and to review the [CFPB’s] approach to consumer-authorized 

third-party access to financial records.”12 It also issued an Advanced Notice of Proposed Rulemaking 

(“ANPR”) to solicit comments to assist the CFPB in developing rules to implement section 1033.13 One 

hundred comments were received on the ANPR.14 

The movement toward a proposed rule under section 1033 accelerated in the Biden Administration. In July 

2021, within months of being sworn into office, President Biden, as part of an executive order aimed at 
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promoting competition, “encouraged” the CFPB to consider “commencing or continuing a rulemaking under 

section 1033 . . . to facilitate the portability of consumer financial transaction data so consumers can more 

easily switch financial institutions and use new, innovative financial products.”15 Around that same time, 

Rohit Chopra, who at the time was President Biden’s nominee for CFPB Director, voiced a commitment to 

moving the rulemaking on section 1033 forward.16 

In October 2022, the CFPB published an outline of proposals and alternatives it was considering in 

implementing section 1033.17 This outline was in furtherance of procedural requirements that require the 

CFPB to convene a small business review panel with respect to any rulemaking expected to have a 

significant economic impact on a substantial number of small entities.18 The required review panel was held 

in February 2023, with a final report published the following month.19 The CFPB also published in early 

2023 two sets of market monitoring orders to collect information from data aggregators and large data 

providers related to the CFPB’s section 1033 rulemaking efforts.20 Both Director Chopra and senior 

Treasury Officials have recently emphasized the importance of the rulemaking.21 

The proposed rule reflects the culmination of these multi-year efforts.22 

II.  OVERVIEW OF THE PROPOSED RULE 

A. Summary 

The proposed rule focuses on data related to payments and payment accounts and would require “data 

providers”—including almost all banks and credit unions and all providers of various other payment 

accounts and products, including digital wallets—to make available a broad range of information. This 

information would include details of individual transactions, account balances, routing and account 

numbers, terms and conditions, upcoming bill information, and basic account verification details. The 

required information would need to be made available both directly to a consumer through a “consumer 

interface” (such as online banking or a mobile app) and to “third parties” through a “developer interface” 

(also known as an application programming interface or API). A third party, including a data aggregator 

collecting data for another third party, would require express consumer authorization to access this data 

through a developer interface and would be required to limit its collection, use, and retention of covered 

data to what would be reasonably necessary to provide the consumer with a requested product or service. 

The CFPB gives, as examples of the third party products that may rely on covered data, personal financial 

management tools, payment applications and digital wallets, credit underwriting (including cashflow 

underwriting), and identity verification.23 

The proposed rule would impose a number of requirements on data providers with respect to their consumer 

and developer interfaces and on third parties with respect to accessing covered data. Developer interfaces 

would need to provide the information in a standardized format, satisfy commercially reasonable 

performance standards, and meet security standards. Data providers would also need to publish 
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information regarding their developer interfaces and implement written policies and procedures addressing 

data availability, data accuracy, and record retention. In obtaining express consumer authorization to 

access data, third parties would need to, among other things, provide clear, segregated disclosures to 

consumers and certify their compliance with various obligations, including the requirement noted above that 

third parties limit their collection, use, and retention of covered data to what is reasonably necessary to 

provide a requested product or service. Third parties would also be required to seek consumer 

reauthorization at least annually to continue collecting data, comply with data accuracy and data security 

requirements, enable and effect consumer requests to revoke access to information, and require 

downstream recipients of covered data to agree, with limited exceptions, to the same obligations. Third 

parties would additionally need to implement written policies and procedures. Third parties that engage a 

data aggregator to access data would be responsible for the data aggregator’s compliance with the rule, 

and the data aggregator would also be subject to specific obligations. 

Furthermore, under the proposed rule, only in limited circumstances could a data provider refuse a 

consumer’s or authorized third party’s access to covered data, and a data provider could not charge a fee 

for access or impose an unreasonable restriction (such as an access cap or rate limit) on the frequency of 

access. The permitted circumstances for refusing access would include: when covered data is subject to 

an exemption in section 1033 (e.g., confidential commercial information, including an algorithm used to 

derive credit or other risk scores); when the data provider has reasonable risk management concerns with 

respect to access, including due to inadequate data security; when a developer interface is unavailable; 

when there is insufficient information to authenticate a consumer or third party; when the scope of requested 

data is unclear; or when a consumer has revoked a third party’s authorization. 

The proposed rule would also encourage adoption of industry standards by treating conformance with a 

“qualified industry standard” as indicia (and, in one instance, conclusive evidence) of compliance with the 

proposed rule. A qualified industry standard would be one that is issued by a CFPB-recognized standard-

setting body that satisfies requirements as to fairness, openness, and inclusion. 

Finally, the timing for required compliance would be staggered. For depository institutions with over $500 

billion in total assets, compliance would be required approximately six months following publication of the 

final rule in the Federal Register. The post-publication timing for required compliance would be extended 

to approximately one year for depository institutions with between $50 billion and $500 billion in total assets, 

to approximately 2.5 years for depository institutions with between $850 million and $50 billion in total 

assets, and to approximately four years for depository institutions with less than $850 million in total assets. 

For nondepository institutions, compliance would be required approximately six months post-publication for 

providers that generated $10 billion in revenue in the preceding calendar year or projected to do so in the 

current calendar year and approximately one year post-publication for other nondepository institutions. 

A more detailed description of the proposed rule is included in Section III of this memorandum. 
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B. OBSERVATIONS 

Outside the United States, regulatory requirements implemented in several jurisdictions over the past 

decade have meaningfully shaped processes for consumer-authorized financial data sharing and open 

banking ecosystems. Under the European Union’s (“EU”) second Payment Systems Directive (so-called 

“PSD2”), issued in 2015 and which remains in effect in substantial part in the United Kingdom post-Brexit, 

third parties that seek to access consumer data must be authorized by national authorities. In the United 

Kingdom, the Competition and Markets Authority directed large banks in 2017 to set up an entity, initially 

formed as the Open Banking Implementation Entity, to develop an open and common standard for an API 

(i.e., a developer interface) that facilitates consumer-authorized access to banking data. 

In contrast to the regulatory-driven approach in various jurisdictions outside the United States, development 

of consumer-authorized financial data sharing and open banking in the United States has been largely 

driven by market participants. These participants were responsible for the initial development of “screen 

scraping”—by which third parties obtain a consumer’s log-in information and use that information to access 

the consumer’s account—as a mechanism to access consumer financial data. Market participants have 

also been responsible for efforts to transition away from screen scraping, including through the formation 

of a standard-setting body seeking to develop common standards for developer interfaces and through 

bilateral agreements that have increasingly been entered into by large banks (which have typically acted 

as “data providers”) and fintech providers and data aggregators (which have typically acted as “third 

parties”) to govern information sharing through developer interfaces. 

The CFPB’s proposed rule, if finalized, would be the first set of generally applicable, prescriptive 

requirements targeting U.S. consumer-authorized data sharing and open banking. As a result, it could have 

significant implications for both market practices that have developed and future developments in this area, 

with substantial effects for consumers, data providers, third parties, and industry standards. Further, 

notwithstanding the potential broad effects of the proposed rule, there are several key issues that the CFPB 

does not address. Examples of potential key implications of the proposed rule include the following: 

Consumer data access and portability rights. The proposed rule would grant U.S. consumers rights they 

do not currently have to access their personal financial data and to data portability, which are core elements 

of other federal and state privacy laws, such as the Health Insurance Portability and Accountability Act and 

the California Consumer Privacy Act of 2018. The Gramm-Leach-Bliley Act (“GLBA”), the federal privacy 

law that governs financial institutions, does not provide for such rights and state privacy and data protection 

laws generally do not apply to, or otherwise exempt, financial institutions and/or the information they collect. 

The proposed rule would therefore address this gap.24 It would also put the United States in greater 

alignment with other jurisdictions that grant consumers rights to permit third-party access to their financial 

data, including the EU under the PSD2. 
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End of screen scraping. Screen scraping remains a common way for third parties to access consumer 

financial data and for data providers to make that data available. Indeed, the CFBP estimates that screen 

scraping represents approximately half of all third party data access (down from a large majority as recently 

as 2021).25 The proposed rule would end screen scraping with respect to data providers, third parties, and 

data covered by the rule. This is in line with previous statements made by CFPB Director Chopra, in which 

he characterized screen scraping as causing the current open banking ecosystem to be “unstable.”26 The 

preamble to the proposed rule similarly describes screen scraping as potentially “compromis[ing] 

consumers’ data privacy, security, and accuracy, as well as data provider interests related to security, 

liability, and risk management,” including by putting “undue strain” on data provider information systems.27 

The proposed rule would not directly affect screen scraping of data that is not covered by the rule. 

Fintech and data aggregator activities. The proposed requirements that third parties limit their collection, 

use, and retention of covered data to what is “reasonably necessary” to provide a consumer’s requested 

product or service and re-solicit consumer authorization at least annually would impose meaningful 

restrictions not generally applicable today to fintechs, data aggregators, and others that access financial 

data with consumer authorization. The limits on collection, use, and retention would generally prohibit a 

third party from using covered data to support targeted advertising, cross-selling of other products or 

services, or selling covered data, even in circumstances where a customer may have expressly consented 

to these uses. These limits would also prohibit third parties from using de-identified data to the extent not 

reasonably necessary to provide a requested product or service to a consumer; the CFPB, however, has 

requested feedback on whether the final rule should permit third parties to solicit a consumer’s opt-in 

consent to engage in such secondary uses with de-identified data. The requirement to obtain authorization 

at least annually could alleviate concerns raised by some observers that consumers may not understand 

the effect of their consent,28 but could also, as the CFPB recognizes, increase customer attrition.29 

The proposed rule would also require a third party, to be authorized to access covered data, to certify to 

consumers that it has an information security program that satisfies data security requirements imposed 

under the GLBA. Some third parties have denied or expressed uncertainty as to whether they are “financial 

institutions” within the meaning of the GLBA and therefore subject to these requirements, in particular, to 

apply the information security program required by the Federal Trade Commission’s (“FTC”) Standards for 

Safeguarding Customer Information, commonly referred to as the Safeguards Rule. For these third parties, 

the CFPB’s approach would nonetheless require compliance with the Safeguards Rule, raising questions 

around how the CFPB would implement and enforce this requirement. 

The CFPB also notes in the preamble that data aggregators that engage in certain tasks relating to 

assembling or evaluating data for the purpose of furnishing consumer reports to others may be regulated 

as “consumer reporting agencies” under the Fair Credit Reporting Act (the “FCRA”).30 A credit reporting 

agency is subject to various obligations, including with respect to disclosure, accuracy, consumer 

inspection, and disputes. Data aggregators should monitor the potential application of the FCRA in this 
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context, including in light of the CFPB’s recent parallel announcement that it intends to propose new rules 

in 2024 that would, among other things, clarify when a “data broker” that sells certain types of consumer 

data is a credit reporting agency.31 

Consequences of a security breach. The CFPB suggests that the proposed rule, in particular the required 

transition from access through screen scraping to access through developer interfaces, should reduce the 

effects of security breaches in connection with consumer-authorized financial data sharing.32 The proposed 

rule would not eliminate the possibility of data breaches affecting covered data and the proposed rule does 

not address what should happen if a breach were to occur, including what, if any, actions an affected third 

party must take or how any resulting liability to affected consumers should ultimately be allocated between 

data providers and third parties. These issues may not be straightforward for data providers and third parties 

to resolve and may affect, for example, the negotiation of agreements that govern a third party’s access to 

a data provider’s developer interface; the CFPB appears to assume these agreements would be entered 

into.33 

III.  DETAILS OF THE PROPOSED RULE 

The proposed rule would be codified in part 1033 of the CFPB’s rules and divided into four subparts, lettered 

A through D. Subpart A would cover general matters, such as compliance dates, definitions, and the 

issuance of “qualified industry standards.” Subpart B would address the obligation of “data providers” to 

make data available and the data covered by the proposed rule. Subpart C would address additional 

obligations that would apply to data providers, including the mechanics of making data available. Subpart 

D would cover requirements related to “third party” access to covered data, including access facilitated by 

“data aggregators.” 

The description of the proposed rule in this section is organized based on questions the proposal is likely 

to generate and answers to those questions. The questions are immediately below, hyperlinked to the 

relevant subsections of this memorandum where answers may be found. 

What persons are within the scope of the proposed rule?  

What data is within the scope of the proposed rule?  

How would data providers satisfy their obligation to provide covered data?  

What would be required of third parties who seek to access covered data?   

In what circumstances would a data provider be permitted to refuse to provide data or impose 
access caps?  

What would be qualified industry standards?  

By when would compliance be required?  
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A. What persons are within the scope of the proposed rule?  

Although the CFPB’s rulemaking authority under section 1033 extends to all “covered persons,” at least 

initially the proposed rule would extend obligations only to two subsets of covered persons engaged in 

particular activities. The first subset would be denominated “data providers” in the proposed rule. The 

second subset, which could potentially include parties that are not covered persons, would be referred to 

broadly as “third parties.” “Data aggregators” would be a subset of third parties. 

1. Data Providers 

Reflecting the proposed rule’s focus on payment- and payment account-related data, “data providers” would 

be defined as (1) financial institutions within the meaning of Regulation E (the CFPB’s implementing 

regulations under the Electronic Fund Transfer Act);34 (2) card issuers within the meaning of Regulation Z 

(the CFPB’s implementing regulations under the Truth in Lending Act);35 and (3) “[a]ny other person that 

controls or possesses information concerning a covered consumer financial product or service the 

consumer obtained from that person.”36 This third category would encompass a wide range of non-financial 

institutions, with digital wallet providers expressly included as an example. The proposed rule would include 

a limited exception for depository institutions that do not have a “consumer interface,” as discussed below.37 

The CFPB recognizes in the preamble that covered persons typically share information concerning financial 

products and services other than the payment accounts and credit cards that are the focus of the proposed 

rule, such as mortgage, automobile, and student loans, and states that it intends to implement section 1033 

with respect to other covered persons (and, as discussed below, other “consumer financial products or 

services”) through supplemental rulemaking.38  

2. Third Parties 

Under the proposed rule, certain third parties would be able, with a consumer’s authorization, to access the 

consumer’s data from a data provider.39 For this purpose, “third party” would be defined to mean “any 

person or entity that is not the consumer about whom the covered data pertains or the data provider that 

controls or possesses the consumer’s covered data.”40 An “authorized third party” would be a third party 

that has complied with the authorization procedures discussed in subsection D.1 below.41  

A “data aggregator,” which would be defined as an entity that is “retained by and provides services to the 

authorized third party to enable access to covered data,” would also be considered a third party.42 

B. What data is within the scope of the proposed rule?  

The proposed rule would require data providers to make available “covered data in the data provider’s 

control or possession concerning a covered consumer financial product or service that the consumer 

obtained from the data provider.”43 Accordingly, the scope of data covered by the proposed rule turns on 

the meanings of “covered data” and “covered consumer financial product or service.” The obligation to 
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provide covered data is subject to several enumerated exceptions, which are discussed in subsection E 

below. 

1. Covered Data 

The proposed rule would define “covered data”44 to encompass six categories of information: (1) individual 

transaction information (both pending and historical); (2) account balance; (3) information to initiate 

payment to or from a Regulation E account (which include any checking, savings and similar account held 

primarily for personal, family or household purposes); (4) terms and conditions; (5) upcoming bill 

information; and (6) basic account verification information.45 For the first category—transaction 

information—the obligation to provide all historical information in the data provider’s possession or control 

would be subject to a “safe harbor” if at least 24 months of such information is provided.46 For the third 

category—information to initiate a payment to or from a Regulation E account—the proposed rule would 

permit data providers to provide either or both of non-tokenized account and routing numbers and tokenized 

versions of the same information.47 The proposed rule would include examples of data included in all but 

the second and final categories—account balance and basic account verification information. For the latter 

category, the data provider’s obligation would be limited to providing the name, address, email address, 

and phone number associated with the covered consumer financial product or service.48 

In complying with its obligation to provide covered data, a data provider would need to make available the 

most recently updated covered data that it has in its control or possession at the time of a request, including 

information concerning authorized but not yet settled debit card transactions.49 

2. Covered Consumer Financial Products and Services 

The CFPB’s rulemaking authority under section 1033 extends to “consumer financial products or services,” 

which the CFPA defines to mean generally “any financial product or service” listed in the CFPA that is 

“offered or provided for use by consumers primarily for personal, family, or household purposes[.]”50 Listed 

financial products and services include a range of products and services provided to consumers, including 

“providing payments or other financial data processing products or services to a consumer by any 

technological means,” subject to limited exclusions.51 

Under the CFPA, the CFPB has the authority, including for purposes of section 1033, to identify additional 

“financial products or services” beyond those specifically listed in the CFPA.52 Relying on that authority, the 

proposed rule would amend the CFPB’s rules to include as a financial product or service “[p]roviding 

financial data processing products or services by any technological means, including processing, storing, 

aggregating, or transmitting financial or banking data, alone or in connection with another product or 

service.”53 The “another product or service” referred to in the last clause need not be financial, as 

acknowledged by the CFPB in the preamble.54 Although the CFPB believes the activities encompassed by 

this amendment are already within the scope of activities listed in the CFPA, the codification is intended to 

provide “even greater certainty on this issue” and to “provide additional assurance that financial data 
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processing by third parties or others is subject to the CFPA and its prohibition on unfair, deceptive, and 

abusive acts or practices.”55 

For purposes of the proposed rule, the CFPB would initially limit the consumer financial products or services 

about which data providers must provide data to those that are “covered consumer financial products or 

services,” which the CFPB would define to mean a consumer financial product or service that: (1) is a 

Regulation E account (e.g., as noted above, a consumer checking or savings account);56 (2) is a Regulation 

Z credit card;57 or (3) facilitates payments from a Regulation E account or a Regulation Z credit card.58 The 

third category is “intended to clarify that the proposed rule would cover all consumer-facing entities involved 

in facilitating the transactions the CFPB intends to cover.”59 As indicated above, the CFPB states in the 

preamble that it intends to implement section 1033 with respect to consumer financial products or services 

other than payment- and payment account-related products through supplemental rulemaking.60 

C. How would data providers satisfy their obligation to provide covered data?  

To satisfy their obligation to provide data, data providers would be required both to maintain a “consumer 

interface” and to establish and maintain a “developer interface.”61 Data providers would also be required to 

publish in a readily identifiable manner certain information about themselves to facilitate use of their 

developer interfaces, including identifying information, contact information, and information about their 

developer interfaces. Finally, data providers would be required to establish and maintain written policies 

and procedures in furtherance of the proposed rule. Each of these obligations is summarized below. 

1. Interfaces 

According to the CFPB, the separate requirements to maintain a consumer interface and to establish and 

maintain a developer interface would be intended in part to ensure that data providers do not rely on 

consumers sharing their log-in credentials with third parties and screen scraping by third parties of a 

consumer interface to satisfy their obligations under the proposed rule.62 

For both types of interfaces, a data provider would be required to make covered data available in a machine-

readable file that a consumer or authorized third party could retain and transfer into a separate information 

system.63 In addition, a data provider would be prohibited from imposing any fees or charges for the 

interfaces or for receiving requests or providing covered data through the interfaces.64 Accordingly, to the 

extent that data providers are currently charging such fees, the proposed rule would preclude them from 

doing so in the future.65 

a. Consumer Interface 

“Consumer interface” would be defined to mean an interface through which a data provider receives 

requests for covered data and makes available covered data in an electronic form usable by consumers in 

response to the requests.66 A consumer interface generally would not satisfy a data provider’s obligation to 

establish and maintain a developer interface.67 
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As long as a data provider satisfies the machine-readable file availability requirement through one of its 

consumer interfaces (e.g., online banking or a mobile app), it may provide other consumer interfaces that 

do not satisfy that requirement.68 

b. Developer Interface 

Similarly, “developer interface” would be defined to mean an interface through which a data provider 

receives requests for covered data and makes available covered data in an electronic form usable by 

authorized third parties in response to the requests.69 Developer interfaces would be required to satisfy 

several additional requirements related to format, performance, and security. 

 Standardized Format. A developer interface would be required to make available covered data in a 
standardized format.70 An interface would be deemed to satisfy this requirement if it makes covered 
data available in a format set forth in a qualified industry standard (the meaning of which is discussed 
in subsection F below)71 or, in the absence of such a standard, in a format that is “widely used by the 
developer interfaces of other similarly situated data providers with respect to similar data and is readily 
usable by authorized third parties.”72 Notably, this is the one instance in which adherence to a qualified 
industry standard would provide a safe harbor and not merely constitute “indicia” of compliance with 
the relevant requirement of the proposed rule. 

 Performance Standards. A data provider’s developer interface would be required to perform at a 
“commercially reasonable” level.73 Commercial reasonableness would be dictated by quantitative 
minimum performance specifications and additional specific indicia of commercial reasonableness. 
Subject to certain exclusions and conditions, the quantitative minimum performance specification would 
be a “response rate” of at least 99.5%.74 The proposed rule would define “response rate” and certain 
related terms, including what qualifies as a “proper response” and a “commercially reasonable” amount 
of time to provide a response (no more than 3,500 milliseconds).75 Indicia of performing at a 
commercially reasonable level would include: (1) whether the performance of the interface meets the 
applicable performance specifications set forth in a qualified industry standard; and (2) whether the 
performance meets the applicable performance specifications achieved by the developer interfaces 
established and maintained by similarly situated data providers.76  

 Security Standards. Data providers would be required to implement several data security features in 
their consumer and developer interfaces.77 In another provision aimed at eliminating screen scraping, 
data providers would be prohibited from allowing a third party to access the data provider’s interface 
by using any credentials that a consumer uses to access the consumer interface.78 In addition, data 
providers would be required to apply to their developer interfaces a data security program that satisfies 
the requirements of rules issued in furtherance of section 501 of the GLBA—rules commonly referred 
to as the GLBA Safeguards Framework.79 For a data provider not subject to section 501, it would be 
required to apply the information security program required by the FTC’s Safeguards Rule.80 

2. Publication 

To facilitate the ability of third parties to request covered data through a developer interface, the proposed 

rule would require data providers to publish certain information about themselves, including identifying 

information, contact information, and information about their developer interfaces, such as certain 

performance data.81 The published information would need to be readily identifiable to members of the 

public in both human- and machine-readable formats. The publication requirements are intended, among 

other things, to enable standard-setting bodies to identify data providers and third parties participating in 

open banking and aid in efforts to develop qualified industry standards.82  
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 Identifying and Contact Information. A data provider would be required to publish its legal name and, if 
applicable, any assumed name it is using when doing business with the consumer; a link to its website; 
its Legal Entity Identifier (“LEI”); and contact information that would enable a consumer or third party to 
receive answers to questions about accessing covered data.83 

 Developer Interface and Performance Information. A data provider would be required to publish 
documentation, including metadata describing all covered data and their corresponding data fields, 
sufficient for a third party to access and use its developer interface.84 The published information would 
need to be maintained and updated as the developer interface is updated, include how third parties can 
get technical support and report issues, and be easy to understand and use.85 Leveraging the 
performance standards referenced in subsection C.1.b above, a data provider would also be required 
to publish, on or before the tenth calendar day of each month, the percent of requests for covered data 
received by its developer interface in the preceding calendar month for which the interface provided a 
proper response.86  

3. Policies and Procedures 

Data providers would be required to establish and maintain written policies and procedures that are 

“reasonably designed to achieve the objectives” of the proposed rule related to covered data availability 

and data access.87 The policies and procedures would need to be appropriate to the “size, nature, and 

complexity” of the data provider’s activities and periodically reviewed and updated as appropriate to ensure 

their continued effectiveness.88 In the preamble, the CFPB indicates that these requirements are intended 

to afford data providers “flexibility” to craft policies and procedures that are appropriate to the individual 

data provider rather than the policies and procedures that are appropriate to the industry at large; this 

flexibility, according to the CFPB, would also help data providers avoid conflicts with other legal obligations, 

manage data security risks, and minimize unnecessary impacts.89 The required policies and procedures 

would need to address covered data availability, covered data accuracy, and record retention. 

 Covered Data Availability. The policies and procedures would need to be reasonably designed to 
ensure that a data provider creates a record of the data fields that are covered data in its control or 
possession, what covered data are not made available through a consumer or developer interface 
pursuant to an exception (discussed in subsection E below), and the reason(s) the exception applies.90 
A data provider could comply with this requirement by incorporating the data fields defined by a qualified 
industry standard (discussed in subsection F below), but exclusive reliance on data fields defined by 
such a standard would not be appropriate if the data fields failed to identify all the covered data in the 
data provider’s control or possession.91 The policies and procedures would also need to address 
decisions to deny a third party access or a third party’s or consumer’s request for information, with the 
proposed rule specifying elements that must be included in the policies and procedures.92  

 Covered Data Accuracy. The policies and procedures would need to be reasonably designed to ensure 
the accuracy of covered data made available through the data provider’s developer interface. The 
proposed rule includes two examples of elements that data providers would need to consider: 
implementing the standardized format requirements described in subsection C.1.b above and 
addressing information provided by a consumer or a third party regarding inaccuracies in the covered 
data made available through its developer interface.93 Indicia that a data provider’s policies and 
procedures regarding accuracy are reasonable would include whether they conform to a qualified 
industry standard regarding accuracy.94  

 Record Retention. The policies and procedures would need to be reasonably designed to ensure 
retention of records that evidence compliance with the data provider’s obligations under the proposed 
rule related to covered data availability and data access.95 The proposed rule would include a minimum 
retention period—three years—for records related to a data provider’s response to a consumer’s or 
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third party’s request for information or a third party’s request for access. All other records that are 
evidence of the data provider’s compliance must be retained for a “reasonable period of time.”96 The 
proposed rule would identify particular categories of records that would need to be retained,97 including 
records related to third party access to an interface, records related to requests for information, copies 
of a third party’s authorization to access data on a consumer’s behalf, and records of a consumer’s 
revocation of a third party’s access.98  

D. What would be required of third parties to access covered data? 

To become an “authorized third party,” a third party would be required to satisfy authorization procedures 

set forth in the proposed rule, which would involve, among other things, the third party certifying to the 

consumer that it agrees to a series of obligations also set forth in the proposed rule. Certain additional 

requirements would apply when the third party is using a data aggregator. A third party that is a covered 

person or service provider would also be required to establish and maintain policies and procedures 

reasonably designed to ensure retention of records that evidence compliance with the requirements 

imposed on the third party by the proposed rule.99 

1. Authorization Procedures 

The proposed rule would implement a three-part authorization procedure for a third party to become an 

“authorized third party.” Under those procedures, the third party would be required to: (a) provide the 

consumer with an authorization disclosure; (b) certify that the third party agrees to specific obligations; and 

(c) obtain the consumer’s express informed consent to access covered data on behalf of the consumer.100  

a. Authorization Disclosure 

The third party would be required to provide the consumer with an authorization disclosure, electronically 

or in writing, that is clear, conspicuous, and segregated from other material.101 The authorization disclosure 

would be required to include “key terms of access” set forth in the proposed rule, including, among other 

things, the certification statement and a description of the third party’s revocation mechanism (each of which 

is described in subsection D.1.b below), but would not be required to take a particular form. The 

authorization disclosure would also need to include the name of any data aggregator that will assist the 

third party with accessing covered data and a brief description of the services the data aggregator will 

provide.102 The authorization disclosure would be subject to certain language requirements.103  

b. Certification Statement 

As part of the authorization disclosure, a third party would be required to certify that the third party agrees 

to specific obligations set forth in the proposed rule. 

 Reasonable Necessity. The third party would need to limit collection, use, and retention of covered data 
to what is “reasonably necessary” to provide the consumer’s requested product or service.104 According 
to the preamble, the “reasonably necessary” standard is “similar to standards in several data privacy 
frameworks that minimize third parties’ collection, use, and retention of data,”105 and the CFPB “will 
treat the product or service as the core function that the consumer sought in the market and that accrues 
to the consumer’s benefit.”106 The proposed rule would identify targeted advertising, cross-selling of 
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other products or services, and the sale of covered data as “not part of, or reasonably necessary to 
provide, any other product or service[.]”107 Third parties would be able to engage in those activities only 
to the extent a consumer sought to obtain them as “a stand-alone product.”108  

 Duration and Frequency. The third party would need to limit the duration of collection of covered data 
to a maximum period of one year after the consumer’s most recent reauthorization.109 To collect 
covered data beyond that period, the third party would need to obtain a new authorization from the 
consumer no later than the anniversary of the most recent authorization. The third party would be 
permitted to seek reauthorization in a “reasonable manner,” with indicia of reasonableness including 
conformance to a qualified industry standard.110 If the consumer does not provide a new authorization 
before the one-year period ends (and even if the consumer has not revoked the authorization), the third 
party could no longer: (1) collect covered data pursuant to the most recent authorization; or (2) use or 
retain covered data that was previously collected pursuant to the most recent authorization unless use 
or retention of that covered data remains “reasonably necessary” to provide the consumer’s requested 
product or service.111 The proposed rule would include examples of “reasonably necessary” uses, such 
as uses specifically required under other provisions of law, including to comply with subpoenas, 
protecting against fraud, and servicing or processing the product the consumer requested.112 The 
preamble states that reasonable necessity would also include where there is “clear, affirmative 
indication [by the consumer] that they want to continue to use the product beyond the maximum period 
in a manner supported by the use and retention of data collected prior to expiration of that period.”113 

 Data Accuracy. The third party would need to establish and maintain written policies and procedures 
that are reasonably designed to ensure that covered data are accurately received from a data provider 
and accurately provided to another third party, if applicable.114 These policies and procedures would 
be subject to the same “flexible” requirements and obligation to review and update as data provider 
policies and procedures.115 The proposed rule would include two examples of elements that a third 
party would be required to consider when developing its policies and procedures: accepting covered 
data in the standardized format described in subsection C.1.b above and addressing information 
regarding inaccuracies in the covered data.116 Indicia that a third party’s policies and procedures are 
reasonable would include whether the policies and procedures conform to a qualified industry standard 
regarding accuracy.117  

 Data security. Like data providers, the third party would need to apply an information security program 
that satisfies the applicable GLBA Safeguards Framework to their systems for the collection, use, and 
retention of covered data. A third party not subject to a GLBA Safeguards Framework would need to 
apply the information security program required by the FTC’s Safeguards Rule.118 

 Information Related to the Third Party and Its Access. The third party would need to provide the 
consumer with a copy of the consumer’s authorization disclosure and provide readily identifiable 
contact information that enables a consumer to receive answers to questions about the third party’s 
access to the consumer’s covered data.119 In addition, the third party would need to establish policies 
and procedures designed to ensure that, if asked by a consumer, the third party would provide the 
consumer the categories of covered data collected and the reasons for collecting it, the names of parties 
with which the covered data was shared and reasons for sharing, the status of the third party’s 
authorization, and how the consumer can revoke the third party’s access to the consumer’s data.120 

 Revocation Mechanism and Notification. The third party would need to provide the consumer with a 
mechanism to revoke the third party’s authorization to access the consumer’s data, and the mechanism 
would be required to be “easy to access and operate” and cost- and penalty-free.121 According to the 
preamble, pursuant to this provision third parties would need to allow consumers to revoke consent to 
data access for a particular product or service, while maintaining consent to data access for any other 
products or services.122 When a revocation request is received, the third party would need to notify the 
data provider, any data aggregator, and other third parties to whom the third party has provided the 
consumer’s covered data.123 Upon receipt of a revocation request, the third party could no longer: 
(1) collect covered data pursuant to the most recent authorization; or (2) use or retain covered data that 
was previously collected pursuant to the most recent authorization unless use or retention of that 
covered data remains reasonably necessary to provide the consumer’s requested product or service, 
as discussed above.124  
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 Providing Covered Data to Others. Before providing covered data to another third party, the third party 
would need to require, by contract, the other third party to comply with the obligations described above, 
with the exception of those obligations specific to the third party’s revocation mechanism, but including 
the obligations related to the effect of revocation.125 Accordingly, any provision of covered data to 
another third party would be subject to the restriction that use of covered data be limited to what is 
reasonably necessary to provide the consumer’s requested product or service requested.126 

c. Express Informed Consent 

To obtain express informed consent, the third party would need to obtain an authorization disclosure that 

is signed by the consumer electronically or in writing. As mentioned above, the third party would agree to 

provide the consumer with a copy of the consumer’s authorization disclosure. 

2. Policies and Procedures 

In addition to the policies and procedures described in subsection D.1 above, the proposed rule would 

require a third party that is a covered person or service provider, as defined in the CFPA,127 to establish 

and maintain policies and procedures reasonably designed to ensure retention of records that evidence 

compliance with the requirements imposed on the third party by the proposed rule.128 Records would need 

to be maintained for a “reasonable period, not less than three years after a third party obtains the 

consumer’s most recent authorization.”129 Much like a data provider, a third party would have flexibility to 

determine its policies and procedures in light of the size, nature, and complexity of its activities,130 but 

certain specified records would be required: namely, the signed authorization disclosure and a record of 

actions taken by the consumer to revoke the third party’s authorization as well as any data aggregator 

certification statement provided to the consumer.131 A third party, like a data provider, would also be 

required to periodically review its policies and procedures and update them as appropriate to ensure their 

continued effectiveness.132 

3. Data Aggregators 

The proposed rule would allow, but not require, a data aggregator to perform the third party authorization 

procedures on behalf of a third party. The third party would remain responsible for compliance with the third 

party authorization procedures.133 In addition, data aggregators would be required to comply with data 

aggregator-specific certification requirements. Specifically, the data aggregator would be required to certify 

to most of the matters that a third party must certify to, as detailed in subsection D.1.b above.134 For this 

aggregator certification requirement to be satisfied, either the third party must include the aggregator 

certification in the authorization disclosure it provides the consumer, or the data aggregator must provide a 

separate certification to the consumer.135 As mentioned above, the third party’s authorization disclosure 

would need to include the name of any data aggregator that will assist the third party with accessing covered 

data and a brief description of the services the data aggregator will provide.136 The third party would retain 

the flexibility to discontinue using a data aggregator or switch to a different aggregator.137  
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E. In what circumstances would a data provider be permitted to refuse to provide data or impose 
access caps?  

The proposed rule would include a number of exceptions from the general obligation to provide covered 

data to a consumer or authorized third party. These exceptions fall into two categories: (1) exceptions tied 

to the nature of the covered data; and (2) exceptions tied to interface access. At the same time, a data 

provider would be prohibited from unreasonably restricting the frequency with which it receives and 

responds to requests for covered data through the use of “access caps” or “rate limits.” 

1. Exceptions Tied to the Nature of Covered Data 

The proposed rule would include four categories of covered data that a data provider would not be required 

to make available to a consumer or authorized third party: (a) confidential commercial information, including 

an algorithm used to derive credit scores or other risk scores or predictors;138 (b) information collected by 

a data provider for the sole purpose of preventing fraud or money laundering, or detecting, or making any 

report regarding other unlawful or potentially unlawful conduct;139 (c) information required to be kept 

confidential by any other provision of law;140 and (d) information that a data provider cannot retrieve in the 

ordinary course of its business with respect to that information.141 These four exceptions are statutorily 

excluded from the data access right under section 1033 of the CFPA142 and, according to the preamble, 

they are “narrow” and the CFPB intends to monitor the market for their pretextual use.143  

2. Exceptions Tied to Interface Access 

The proposed rule would also include several circumstances tied to interface access in which a data 

provider would not be required to make covered data available to a consumer or authorized third party. 

Denials of access related to risk management, insufficient evidence regarding the adequacy of a third 

party’s data security practices, or a third party’s failure to make public specified information about itself 

would be subject to a “reasonableness” standard, meaning that access could not be denied if the denial is 

unreasonable. 

 Interface Unavailability. A data provider would not be required to make covered data available if its 
interface is not available when the data provider receives a request.144  

 Insufficient Consumer Authentication. A data provider would not be required to make covered data 
available when a consumer or a third party is seeking the data and the data provider has not received 
information sufficient to authenticate the consumer’s identity.145 According to the preamble, consumers 
should be able to provide such information through procedures in use by most consumer interfaces 
that automatically authenticate consumers and allow consumers to identify covered data.146 

 Insufficient Information About the Data Requested. A data provider would not be required to make 
covered data available when a consumer or a third party is seeking the data and the data provider has 
not received information sufficient to identify the scope of the data requested.147 Again, consumers 
should be able to provide such information through procedures in use by most consumer interfaces 
that allow consumers to identify covered data.148 Data providers would be permitted to ask the 
consumer to confirm the account(s) to which the third party is seeking access and the categories of 
covered data that will be accessed, including by presenting that information—as it is disclosed by the 
third party on the authorization disclosure—back to the consumer.149  



 
 

-17- 
Proposed CFPB Rule on Personal Financial Data Rights 
November 9, 2023 

 Insufficient Third Party Authentication. A data provider would not be required to make available covered 
data to a requesting third party acting on behalf of a consumer when the data provider has not received 
information sufficient to authenticate the third party’s identity—e.g., using an access token150—and 
confirm the third party has followed the authorization procedures applicable to third parties discussed 
in subsection D.1.151  

 Risk Management Concerns. A data provider would be permitted to deny a consumer or third party 
access to an interface based on risk management concerns, provided the denial is reasonable.152 To 
be reasonable, a denial would need to, at a minimum, be directly related to a specific risk of which the 
data provider is aware, such as a failure of the third party to maintain adequate data security, and would 
need to be applied in a consistent and non-discriminatory manner.153 Subject to this requirement, a 
denial would not be unreasonable “if it is necessary to comply with the safety and soundness 
requirements or data security requirements in Federal law.”154 Indicia that a denial is reasonable would 
include whether the access is denied pursuant to the terms of a qualified industry standard related to 
data security or third party risk management.155 

 Insufficient Information About the Third Party. Provided the data provider is acting reasonably, it would 
be able to deny a third party access to a developer interface if the third party fails to provide evidence 
that its data security practices are adequate to safeguard the covered data156 or make available publicly 
certain identifying and contact information specified in the proposed rule.157 The public disclosure of 
this information would be intended, among other things, to enable standard-setting bodies to identify 
data providers and third parties participating in the open banking system and standard-setting body 
efforts to develop industry standards.158 

 Authorization Revoked. A data provider would not be required to make covered data available when a 
consumer has revoked authorization. The proposed rule would permit (but not require) a data provider 
to make available to the consumer a “reasonable method” by which the consumer may revoke a third 
party’s authorization to access “all of the consumer’s covered data.”159 Unlike the revocation 
mechanism a third party would be required to make available, described in subsection D.1.b above, a 
data’s provider optional revocation method could not permit selective revocation. The proposed rule 
would include several non-exhaustive requirements to ensure an optional revocation method is 
reasonable,160 with indicia of reasonableness including conformance of the method to a qualified 
industry standard.161 A data provider that receives a revocation request from a consumer through the 
method would be required to notify the authorized third party of the request. 

3. Access Caps or Rate Limits 

A data provider would be prohibited from unreasonably restricting the frequency with which it receives and 

responds to requests for covered data from an authorized third party through the data provider’s developer 

interface, including through the use of “access caps” or “rate limits.”162 This prohibition would be subject to 

the exceptions referenced in subsection E.1 and several of the exceptions referenced in E.2 above.163 

According to the preamble, those exceptions would allow restrictions only if they reasonably target a limited 

set of circumstances in which a third party requests information in a manner that poses an unreasonable 

burden on the data provider’s developer interface and impacts the interface’s availability to other authorized 

third party requests.164 Any frequency restrictions would need to be applied in a manner that is non-

discriminatory and consistent with the policies and procedures that the data provider would be required to 

establish and maintain, as described in subsection C.3 above. Indicia that any frequency restrictions applied 

are reasonable would include that they adhere to a qualified industry standard.165  
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F. What would be qualified industry standards?  

The CFPB proposes throughout the proposed rule that conformance to a qualified industry standard would 

be indicia (and, in the case of standardized data format, conclusive evidence) of compliance with provisions 

of the proposed rule.166 The proposed rule would define “qualified industry standard” to mean a standard 

issued by a standard-setting body that is fair, open, and inclusive in accordance with criteria specified in 

the proposed rule. Under the proposed rule, this would occur when the body has: (1) openness (sources, 

procedures, and processes used are open to all interested parties, including data providers, authorized 

third parties, data aggregators, relevant trade associations, as well as consumer and other public interest 

groups); (2) balance (decision-making power is balanced across all interested parties); (3) due process 

(use of documented and publicly available policies and procedures, adequate notice of meetings and 

standards development, sufficient time to review drafts, access to participant views, and fair and impartial 

conflict resolution); (4) an impartial appeals process; (5) consensus (standards are developed through 

consensus); (6) transparency (procedures or processes for participating in standards development and for 

developing standards are transparent to participants and publicly available); and (7) recognition by the 

CFPB within the last three years as an issuer of qualified industry standards.167 The proposed rule would 

permit a standard-setting body to seek the CFPB’s recognition as an issuer of qualified industry 

standards.168 

With the exception of standardized data format, adherence to a qualified industry standard would neither 

be a safe harbor nor give rise to any presumption of compliance.169 According to the preamble, the CFPB 

intends to “subsequently provide guidance on the substance of the standards issued by the qualified 

industry standard-setting bodies recognized by the CFPB.”170 

G. By when would compliance be required?  

The establishment of any final rule and the amendment to the CFPB’s existing rules to include financial 

data processing products or services as a financial product or service would take effect 60 days after the 

date of the final rule’s publication in the Federal Register.171 The proposed rule would provide for staggered 

compliance dates for data providers based on asset size or revenue, depending on the type of data provider. 

The first compliance date would occur approximately six months after publication of the final rule in the 

Federal Register and would apply to depository institutions that hold at least $500 billion in total assets, and 

to nondepository institutions that generate at least $10 billion in revenue in the preceding calendar year or 

are projected to generate at least $10 billion in revenue in the current calendar year.172 The second 

compliance date would occur approximately one year after Federal Register publication and would apply 

to depository institutions that hold at least $50 billion in total assets but less than $500 billion in total assets 

and to nondepository institutions that generate less than $10 billion in revenue in the preceding calendar 

year and are projected to generate less than $10 billion in revenue in the current calendar year.173 The third 

compliance date would occur approximately 2.5 years after Federal Register publication and would apply 
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to depository institutions that hold at least $850 million but less than $50 billion in total assets.174 The fourth 

compliance date would occur approximately four years after publication in the Federal Register and would 

apply to depository institutions with less than $850 million in total assets.175 

* * * 
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38 Proposed Rule, 88 Fed. Reg. at 74,804. 

39 Proposed Rule, 88 Fed. Reg. at 74,807. 
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41 Proposed Rule section 1033.131; Proposed Rule, 88 Fed. Reg. at 74,807. The authorization 
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obligation (described above in subsection C.1) for its developer interface to perform at a 
commercially reasonable level, including by maintaining a “response rate” of at least 99.5%. 

145 Proposed Rule section 1033.331(a), (b). 
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